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DL #BRAManjaro Linux (Arch Linux)
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« TPM (Trusted Platform Module): EIRFEAEN , FIEETPMERR A AL
AP NEEY . £& , (TRIMEENEGE , AR B 1E A BN DUAEEH.
o SecureBoot: 2 A EHERZRIEERG A BERE) , NAE By THARIEAE BR
5.
o BERIRIR ZESREE | REKNIBARNEMLE , fE{FEH SecureBootf]Live CD
AT, NEFMEAEERKE , L. BlHREe%2IR%,

WEREKE | — BB REATNREIETPM , RIEEEENFERINEE | ANEERKE
SecureBootfZIH1F
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500 GB f#FE
WDS500G3X0C-00S)GO

i 2.0TB #FE
== PNY CS3030 2TB SSD

2.0 TB f#FE

/dev/nvmeln

AEE  PNY €S3030 2TB SSD (€CS303134)

[F5% PNY214321102101C837E

#ZE 2.0TB(2,000,398,934,016 {ii7C4H)
7EIE GUID &%

REEFEV)
SEIE 3 : root
1.8TB LUKS
HEE1: esp 43EIE 2 : boot
1.1 GB FAT 215 GB Ext4
BERG
1.8 TB Btrfs
* b *h
| BRO

#“HE 1.8TB — &k 526 GB (70.5% i)
W& Btrfs — C##EN ERAKIE
%E  /dev/mapper/cryptroot

4=

* >
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TPM PCR

« PCR 7: R&#&E SecureBootFff.

o B EAIFETELive COIRIE N , (L&A A RFS IR TNIE BB ENESH

o tIFEFEFTEIKFTERH , SecureBootH
e PCR 4+5+7 (IXIREERAN)

o PCR 4: B ERI{EX ARG IR
o PCR 5: GPTIEIE N EIRA EBFEE)
o PCR 7: E&5H E&)SecureBootBaRqFRE:

[Github] | [PDF] | [PPTX] | https://yuaner.tw/v9eR2y

B

13


https://github.com/chyuaner/slide-Linux-SecureLUKSData
file:///github/workspace/index.pdf
file:///github/workspace/index.pptx
https://yuaner.tw/v9eR2y
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sudo systemd-cryptenroll /dev/nvmelnip3 --wipe-slot=tpm2 --tpm2-device=auto --tpm2-pcrs=4+5+7
o BEHBILUKSHRRE &K
sudo systemd-cryptenroll /dev/nvmelnip3
o DUBELEIuksiEFES

sudo cryptsetup luksDump /dev/nvmelnip3
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SLOT TYPE
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1 recovery
2 password
&

tpm2
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o« EABEAE (—HESaCrootZBAEHKIZE L E40 2 AEEfEE)
o (HEAPAEIB™M /etc/systemd/system.conf Or rescue.service or

/etc/shadow FXEFER AN , HKosh|EKiENE AN E LB IB root 55

> S
=J)=0%
Aitsp s

o }IFH init=/bin/bash ZZB{EAFESF , BEEEE Ashell
o @ TLEMR | LR AEPRIIRET A ATREII NEBNGRE,

AT LA R BE 4T .cmdlinefé) 77 23K g 18

ZRARO[EE@ 28R : $E3tcmdlinet® , B AGIEIRERIFHE FemdlinekRiFEmEE
AFh... ? BHEER
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R RERAERISHFEecmdline fiRIE.

ST BRI RIRED

« GRUBS4 E ?
o REZELGRUBES |, HKAGRUBRZERIERME /boot nEIE , A]PUEIR
Live COE /&% /boot NE1EH grub.cfgs8ITMARE S HL.
e BIOSSH E 2
o —IX{F1FZECBIOSERS , M EFRERE & BIEH 7] DLE S S RINE /boot
NEEAE , XegRE|_EmprkE.
o AERGRUB—#EINEE...? B |, BIEARGRUBEATIELUKS?2 , LUKS1IX "B
STPM,
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UKI Unified kernel image

UKIZ# Linux initramfs + vmlinuz + ucodeZ{EF TR , &

PER—E .efi BUERAE

o NEALIBGRUBESABIKLENIZS S| E(FEM L) , B
F2EHBIOSFE R EILinUX{ESE R 4R,
o NBWMREEGRUBHIEE |, 122 FJPAHGRUBS|

=}

o ERA_LEE#EEcemdlinetHdt , NME(EASMNREIKS
)

o ITAZERAMAEM EEE , E—HHXIE
SecureBootBg#4 | |
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E{EEIIBLE—T , SecureBootE I ETRRERIEFT. ..
o SecureBootEHAEF #ttn , MAEML T —BRorbAl E NIRRT |, B KBRS TR
IE'E%TE@J Secure Boot: enabled (deployed) ?—1‘% : ﬂ?% !Zﬂi*% =
e SecureBoot RBEFEEARIE R RIEE AR BN . BEIEEARBNER AR
SecureBooti1E T, EEXARNBEEZEINE , ZTPHEREEH.
o SecureBootNE{REMRKIER T L , £F SecureBootZ & MLive CDBEHE | BRIR
AR BICEESHLT |, 2B ELIENIR E S8R,
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EH UKIFTEMREE

o BRI LN EIFIE /etc/kernel/cmdline (AAUKI .efif EABKEFEGRUB
FINKRFE S 2L, T B € B3RS
o A E#1EGRUBM] GRUB_CMDLINE_LINUX_DEFAULT F#M@ A
o H_ELUKSINZWGE , NEEMKHE /etc/crypttab , —EEIETTEKMEHEE
NeEBEE /etc/kernel/cmdline £ (KKAEEEIEIEE X <)
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e BITFEN Fand AL

o #}_Emkinitcpio/dracut hook , £ H1& & /F4R Linuxdz DI R |, st B EE L ¥ EK
UKI

o EH efi 12 , BREBNREARE|HEE. il LE4 , BT AR SecureBoot,

ra”

Linux — Dolphin ? v~
< om > boot > efi > EFl > Linux 0a% Q =
e minfus
SEMY ] ] ] ]
PR , ‘ , :
manjaro-6.12-x86_ manjaro-6.12-x86_  manjaro-6.14-rt- manjaro-6.14-rt-
RKE 64-fallback.efi 64.efi x86_64-fallback.efi x86_64.efi
[4d, root
1.6 TiB PUHHE R (dm-0)
] boot 4 EtEZ (529.8 MiB)
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BEiBshimfE AR/ E , ABIOSEIERE)
o HWBIOSH: , B¥shimi®) , REH  « TEETEBIOSKE , REIBARNE
shimEEEIGRUB %‘}E)\jEBIOSl’:‘I%%

 shim/E B Microsoftzz 4 , 7] E# e HIIEE : BIOSERE N AEREIAA A
MLZE TR , NEEZAINEXBIOS EREITEANZR %

A

X AL
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7E .efi B initramfs #£=_ A4 , BF

SecureBoot

1. BV MOKZEE (L openssl req -newkey ... HAZN)
2. 1§ [ sbsign AR .efi B initramfsiil A\ 2x 4%
o sbsign --key /usr/share/secureboot/keys/MOK.key --cert
/usr/share/secureboot/keys/MOK.crt --output <*jJ&.efif&f¥> <gEH .efifk
%>
o AT ATEF Ehukify EEUKI .efifiiBH @ pt B i TE B RN =
3. # A shim MOK Manger / BIOS SecureBoot:& i€ , IB{RHKIZX = HE N
4. 7EBIOS;& EfESecureBoot Enable , Jl5H
5. $##}_Emkinitcpio/dracut hook , £ H1& & 4E/F4k Linuxdz/ Ot ZESEUKI .efifg , BEHE

N
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RARRIMOKZEMAER R E

shim)Z

 Audit Mode
Performs a si does
not block tion of all UEFI drivers

Perform MOK management

rmaking modifications to Secure Boot
Keys.

[Expert Key Management

[Enable Custom Mode

Expert Key Management allows the PK, KEK, db, and dbx security key databases to be manipulated.

Select Enable Custom Mode to allow keys in the PK, KEK, db, and dbx security key databases to be modified.

If Custom Mode is not enabled, any changes made with respect to the keys will not be saved.
Continue boot

Enroll key from disk
Enroll hash from disk

hekey toa file.

Replace from File will eplace the current key with a key from a user-selected file.
Append from File will add a key to the current database from a user-selected file.
Delete will delete the selected key.

‘Reset All Keys willreset all four keys to their default setting.
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UKI RESERE
MAZBIOSEI#IRE , ABIOSE X514

sudo efibootmgr --unicode --disk /dev/nvmelnlpl --part 1 --create --label "Manjaro-6.12" --loader /EFI/Linux/manjaro-6.12-x86_64.efi

A\ ZGRUBEI#RE

o FE4REE /etc/grub.d/40_custom FER , JAINIEE | Plchainloaderf AR EN
efi 153 Bk

menuentry "Manjaro Linux (UKI linux-6.12.28-1)" --class manjaro {
insmod fat
insmod chain
search --no-floppy --set=root --fs-uuid 11E4-A147
chainloader /EFI/Linux/linux-6.12.28-1-MANJARO-bdf473ff6a384cf7b761270259c00933-rolling.efi

}
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U KI ﬁg‘flﬁ%ﬁk{é Choose an operating system

Select an 0S to boot

E E])]u ]\EG R U B Eﬁﬁ‘ﬁﬁ pil  Manjaro Linux (UKI) - manjaro-6.14-rt-x86_t4.efi

Advanced options for Manjaro Linux (UKI)

AT AL TS RO AN
EERANIAERGT  RR=RERN

JE A& FER&IEE +Advanvced optionsf i
B U DRI

€  UEFI Firmware Settings
’ Linux Live CD

%  Memory Tester (memtest86+)
o

Reboot / Shutdown

ENTER | Boot ‘E@ Navigate selection B Edit E\ Console
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UKI S4ESERE

BEIINAZEGRUBBI#IRE

FRAI : 1§ 09_uki #EREF] /etc/grub.d/ A ,
Z & ffupdate-grubfiH el BEHESE /boot/efi/EFI/Linux EEMIFTHE .efi §5.

FBRAKRGTRAGManjaro , LRKEHR BRI , BETRERER. WRE
AP RABEN , BIDPRAGEK ! !

EITE | update-grubBfTIEFF V2B R EHN_Emkinitcpio/dracut =St .efifg 2z & | AR E R
AR efifE R Am N\ EEE,
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MAUKIFE & TR BI AR |, RS &LinitramfsiEz
L Ny

UKI .efi A& _FiEiEcmdlineTe 233t | RS2 {E{a4h KB 281 |

 IREHFEENINE , PLEEIIE /etc/grub.d/10_linux {FR3E , IE /boot/ £
A initramfs, vmlinuzZFMEEIRER &R , T2 R H efi tER. BERMESL
fallback — R4t E Iz FRERRFRRIEAIE T .

o BB % R{EfallbackZEFHRUKI efi (ABIKIAABEFRGRUB Femdline , FkE 1S MY
—HWTTFERRIRR , BEAGERGERS cmdinefiiREEEE5)
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M AUKIHER & TESBILIE |, RS initramfsiER

z27?

FREHPOER -
o UKIHEZ Bl {E&KinitramfsiEXIA1Z | |

o ¥{{TPM PCRAKGS |, 15 M 2R EIRIRER.

(A2 PCRIFAIAZ R FPCR=7)

o ATPUECcMdIinesFEMIUKIAES, , £3REATPM+LUKSSHSE FAZK B B EnfiRsy.

o BARBIN

EEEZRRF FemdlineZIRMGE | Bi{F FAEKinitramfsiEz,, &1

F SR

IVF, BRI TEBIERARRRERE , (ERANENARETPM PCRIZ
SHRIRIE T, WE S iR LUKSHRMRSA SR TIETET.
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Secure Boot A EEBET ~

BIOS Setup

Precision 5570

Advanced Help Text Admin

Setup
& oNn @& on

Overview

I Boot Configuration
Integrated Devices
Storage
Display
Connection
Power
Security
Passwords
Update Recovery
System Management
Keyboard
Pre-boot Behavior
Virtualization Support
Performance

System Logs

Password

Boot Configuration

SEARCH @ VIEW ALL

Secure Boot
Enable Secure Boot

Secure Boot helps ensure your system boots using only validated boot software.

When Secure Boot is activated, each piece of boot software is checked, including firmware drivers and the operating system. If the signatures are good, your system boots, and the firmware gives contrc |
For Secure Boot to be enabled, the system needs to be in UEFI boot mode.

@ oN

Enable Microsof SUEFI CA

Enable Microsoft UEFI CA(Certificate Authority) will include the UEFI CA in the BIOS UEFI Secure Boot DB Database.
When disabled, the Microsoft UEFI CA is removed from the BIOS UEFI Secure Boot DB database.
Disabling the Microsoft UEFI CA could render your system unable to boot. System graphics may not function. Some devices may not function properly. The system could become unrecoverable.

@ oN
Secure Boot Mode

Changes to the Secure Boot operation mode modifies the behavior of Secure Boot to allow evaluation or enforcement of UEFI driver signatures. Deployed Mode should be selected for normal operation o
Deployed Mode - Checks the integrity of UDFI drivers and bootloaders before allowing execution. Use this mode for full Secure Boot protections.
Audit Mode - Performs a signature check but does not block execution of all UEFI drivers and bootloaders. Use this mode when making modifications to Secure Boot Keys.

(O Keep Log @® Clear Log
Checks the integrity of UDFI drivers and Performs a signature check but does not
bootloaders before allowing execution. block execution of all UEFI drivers and
Use this mode for full Secure Boot bootloaders. Use this mode when
protections. making modifications to Secure Boot

[Github] | [PDF] | [PPTX] | https://yuaner.tw/v9eR2y Keys.

31


https://github.com/chyuaner/slide-Linux-SecureLUKSData
file:///github/workspace/index.pdf
file:///github/workspace/index.pptx
https://yuaner.tw/v9eR2y

PATERREN T,

UKI (TR SEFARSRREN A

V)

o 8% e : cmdline$fst, , NEIESHMEK

FIfE 2R

o #ETPM+LUKS , GEH&RF B ENfiRSH
o RIEIRBIEERRIEZ NS
o E.efiFME54 , 7] Secure Boot

[Github] | [PDF] | [PPTX] | https://yuaner.tw/v9eR2y

{B&initramfs

o {(REBISAMILINUXBEME X
o T[S emdlinefE#2:81 , A {FDebug

3t
« RETPMAPE , Bt EFILUKSHRSHE
B

o #ZME1Z54 , {7im] Secure Boot

32


https://github.com/chyuaner/slide-Linux-SecureLUKSData
file:///github/workspace/index.pdf
file:///github/workspace/index.pptx
https://yuaner.tw/v9eR2y

g , Bl e

[Github] | [PDF] | [PPTX] | https://yuaner.tw/v9eR2y

33


https://github.com/chyuaner/slide-Linux-SecureLUKSData
file:///github/workspace/index.pdf
file:///github/workspace/index.pptx
https://yuaner.tw/v9eR2y

